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Generell beskrivning av SAML2 WebSSO

Tjansten innefattar autentisering av anvandare som har en elektronisk
identitet pa Universitets- och hogskoleradet, UHR, samt attributéverféring
gallande den autentiserade anviandaren. Tjansteutgivaren/hogskolan ar
medlem i SWAMID, den svenska identitetsfederationen for forskning och
hogre utbildning. Tjansten ar uppsatt i enlighet med SWAMID:s policy och
ovriga regler och riktlinjer som faststallts av SWAMID.

Policy for personlig integritet

Tjansten foljer den policy for hantering av personuppgifter som faststallts av
URH, i enlighet med svensk lagstiftning.

Tjansten och dess begransningar

UHR garanterar en tillganglighet till tiansten som stammer éverens med UHR:s
krav och forvantningar. UHR féljer SWAMID:s rekommendationer for
utldamning av attribut, baserad pa entitetskategorier. UHR forbehaller sig att i
kommunikation med en tjansteutgivare fordandra faktiskt utgivna attribut,
oavsett vad som rekommenderas av SWAMID gallande den entitetskategori
som tjansteutgivaren har placerats i.

Processen for utdelande, avslutande och underhall av
elektroniska identiteter
Endast anstallda pa UHR och konsulter som arbetar pa uppdrag av UHR kan fa

en elektronisk identitet pa UHR och kontouppgifter delas endast ut efter
legitimering i enlighet med SWAMID:s krav for AL2.

Attribut uppdateras vid relevanta forandringar.

Den elektroniska identiteten pa UHR stdngs av vid anstallningens eller
engagemangets upphérande.

Servicedesk och supportfragor

For fragor och felanmalan géllande SAML2 WebSSO-tjansten pa UHR hanvisas
till helpdesk@ubhr.se.

Datum: 2021-10-20

1(2)


https://www.uhr.se/om-uhr/sa-har-behandlar-uhr-personuppgifter/
mailto:helpdesk@uhr.se

Datum: 2021-10-27

SWAMID Service Definition (EN)

General description of SAML2 WebSSO

The service provides authentication of users which have an electronic idenitity
at UHR, together with release of attributes pertaining to the authenticated
user. The provider of the service/centre of learning is a member of SWAMID,
the Swedish identity federation for Research and higher education. The service
has been deployed in accordance with SWAMID’s policy and encompassing
rules and guidelines which have been laid down by SWAMID.

Policy for personal integrity

The service adheres to the policy for the handling of personal data which has
been published by UHR in accordance with Swedish law.

The service and limitations of service

UHR undertakes to guarantee the availability of the service in accordance with
UHR’s requirements and expectations. UHR follows SWAMID’s
recommendations for release of attributes based upon entity categories. UHR
reserves the right to change the actually released attributes, having
communicated such with a service provider, regardless of the
recommendations from SWAMID concerning the entity category the service
provider has been placed in.

The process for creation, deletion, and maintenance of
electronic identities at UHR

Only employees and consultants contracted by UHR can have an electronic
identity at UHR. Credentials are only issued and renewed after an identity
verification in accordance with the SWAMID Identity Assurance Level 2 Profile.

User attributes are updated in connection with relevant changes in
employment.

The electronic identity at UHR is closed at the termination of employment or
consultancy contract.

Service and support

Questions and faults regarding the SAML2 WebSSO service for the staff at UHR
should be directed to the following local support channels:
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